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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Group Specification (GS) has been produced by ETSI Industry Specification Group (1SG) Network Functions
Virtualisation (NFV).

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document specifies the structure of the Network Service Descriptor (NSD) file archive and the naming
conventions for the different files it contains, fulfilling the requirements specified in ETSI GSNFV-IFA 014 [1] for an
NSD file structure.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference/.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI GS NFV-IFA 014: "Network Functions Virtualisation (NFV) Release 3; Management and
Orchestration; Network Service Templates Specification”.

[2] TOSCA-Simple-Profile-yaml-v1.2: "TOSCA Simple Profilein YAML Version 1.2".

[3] IETF RFC 3339: "Date and Time on the Internet: Timestamps'.

[4] Recommendation ITU-T X.509: "Information technology - Open Systems Interconnection - The
Directory: Public-key and attribute certificate frameworks'.

[5] IANA register for Hash Function Textual Names.

NOTE: Available at https.//www.iana.org/assi gnments/hash-functi on-text-names/hash-function-text-

names.xhtml.

[6] IETF RFC 7468: "Textual Encodings of PKIX, PKCS, and CMS Structures’.

[7] Void.

[8] IETF RFC 5652 (September 2009): " Cryptographic Message Syntax (CMS)".

[9] IETF RFC 3629: "UTF-8, atransformation format of 1SO 10646".

[10] IETF RFC 2315: "PKCS#7: Cryptographic Message Syntax Version 1.5".

[11] TOSCA-Simple-Profile-yaml-v1.3; "TOSCA Simple Profilein YAML Version 1.3".

[12] I SO/IEC 21320-1: "Document Container File - Part 1: Core".

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.
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The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] Void.
[i.2] ETSI GS NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Conceptsin
NFV*".
[i.3] ETSI GS NFV-SOL 001: "Network Functions Virtualisation (NFV) Release 3; Protocols and Data
Models; NFV descriptors based on TOSCA specification”.
[i.4] ETSI GSNFV-SOL 006: "Network Functions Virtualisation (NFV) Release 3; Protocols and Data
Models; NFV descriptors based on YANG specification”.
[i.5] Void.
3 Definition of terms, symbols and abbreviations
3.1 Terms

For the purposes of the present document, the terms given in ETSI GS NFV 003 [i.2] apply.

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI GS NFV 003 [i.2] and the following apply:

CA Certificate Authority
CMS Cryptographic Message Syntax
CSAR Cloud Service ARchive
IANA Internet Assigned Number Association
PKCS Public-Key Cryptography Standards
TOSCA Topology and Orchestration Specification for Cloud Applications
URI Universal Resource Identifier
UTF Unicode Transformation Format
YAML YAML Ain't Markup Language
YANG Y et Another Next Generation

4 NSD file structure

4.1 TOSCA YAML Cloud Service Archive (CSAR)

41.1 CSAR structure

A TOSCA YAML CSAR fileisan archive file using the ZIP file format whose structure complies with the TOSCA
Simple Profilein YAML version 1.2 [2] or the TOSCA Simple Profilein Y AML version 1.3 [11]. According to with
the TOSCA Simple Profile Y AML version 1.2 specification [2], the CSAR file shall have one of the two following
structures:

. CSAR containing a TOSCA-Metadata directory, which includes the TOSCA.meta metadata file providing an
entry information for processing a CSAR file.

ETSI
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. CSAR without a TOSCA-Metadata directory and containing a single yaml file with a.yml or .yaml extension
at the root of the archive. The yaml fileisa TOSCA definition template that shall contain a metadata section
with template_name and template_version keyname.

In addition, the CSAR file may optionally contain other directories with bespoke names and contents.

4.1.2 CSAR with TOSCA-Metadata directory

4121 General

The TOSCA.meta metadata file includes block_0 with the Entry-Definitions keyword pointing to a TOSCA definitions
YAML file and optionally the Other-Definitions keyword as specified in TOSCA Simple Profile YAML v1.3 [11]
pointing to other TOSCA definitions Y AML files used as entries for parsing the contents of the overall CSAR archive.

Any TOSCA definitions files besides the one denoted by the Entry-Definitions and Other-Definitions keyword can be
found by processing respective imports statements in the entry definitionsfile (or in recursively imported files).

Any additional artifacts files (e.g. scripts, binaries, configuration files) can be either declared explicitly through blocks
in the TOSCA.metafile or pointed to by relative path names through artifact definitionsin one of the TOSCA
definitions files contained in the CSAR file as described in TOSCA Simple Profile YAML v1.2 [2].

Extension of the TOSCA.meta fileis described in clause 4.1.2.2.

In order to indicate that the simplified structure (i.e. not all files need to be declared explicitly) of TOSCA.meta
file allowed by TOSCA Simple profile YAML v1.2[2] is used, the CSAR-Version keyword listed in block_0 of
the meta-file denotes the version 1.1 as described in the below example.

EXAMPLE:
TOSCA- Meta-Fil e-Version: 1.0
CSAR-Version: 1.1

Creat ed- by: Onboardi ng portal
Entry-Definitions: Definitions/MinServiceTenpl ate.yam

END OF EXAMPLE.

4122 TOSCA.meta file extension

The TOSCA.meta file structure extension is used when files defined in clause 4.3.2 to 4.3.5 of the present document are
included in the NSD file package and when using CSAR with TOSCA-Metadata directory, as described in
clause 4.1.2.1.

NOTE: TOSCA Simple Profile YAML v1.2 [2] does not preclude TOSCA.meta file block_0 to be extended with
key value pair.
41.2.3 TOSCA.meta file keynames extension

Table 4.1.2.3-1 specifies an extension of the list of recognized TOSCA.meta file keynames as specified in the present
document for the TOSCA.meta file. The keynames represents the entries for artifacts defined in clauses 4.3.2 to 4.3.5 of
the present document and shall be located in the block_O.

Table 4.1.2.3-1: List of TOSCA-meta file keynames extensions

Keyname Required | Type Description
ETSI-Entry-Manifest Yes string  |Location of the Manifest file as defined in clause 4.3.2
ETSI-Entry-Change-Log |Yes string  |Location of the Change history file as defined in clause 4.3.3
ETSI-Entry-Tests No string  |Location of the Testing files as defined in clause 4.3.4
ETSI-Entry-Certificate No string _|Location of the Certificate file as defined in clause 4.3.5

ETSI
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Use of the Entry-Manifest, Entry-Change-Log, Entry-Tests, and Entry-Certificate keynames defined in version 2.5.1 to
2.6.1 of the present document is deprecated. These keynames are only provided for backward compatibility with legacy
NSD file archive consumers; NSD file archive providers are warned that support of these keynames can be removed in
subsequent versions of the present document. The key with and without the ETSI- prefix should not be both present in
the TOSCA.meta. If both are present they shall point to the same value.

EXAMPLE:

TOSCA- Met a-Fil e-Version: 1.0
CSAR- Version: 1.1

Creat ed- By: MyConpany
Entry-Definitions: Sunshine.yanl

ETSI - Entry- Mani f est: Sunshi ne. nf
ETSI - Ent ry- Change- Log: Fil es/ ChangelLog. t xt

END OF EXAMPLE.

4.1.3 CSAR zip without TOSCA-Metadata directory

4131 General

The yaml file at the root of the archive isthe CSAR Entry-Definition file. The CSAR-Version is defined by the
template_version metadata as can be seen in the below example. The value of template version shall be setto 1.1.

EXAMPLE:
tosca_definitions_version: tosca_sinple_yanm _1 2
net adat a:

tenpl at e_nane: Mai nServi ceTenpl ate

tenpl at e_aut hor: Onboardi ng portal
tenplate_version: 1.1

END OF EXAMPLE.

4.1.3.2 TOSCA Entry definition file metadata extension for a YANG-based NSD

Table 4.1.3.2-1 specifies an extension of the list of recognized metadata keynames as specified in TOSCA-Simple-
ProfileeY AML-v1.2 [2] for the main TOSCA Service Template.

Table 4.1.3.2-1: List of metadata keynames extensions

Keyname Required Type Description

yang_definitions No string Reference to a YANG file representing the NSD within an
NSD file archive.

If aYANG-based NSD isincluded in the NSD file archive, the main TOSCA definitions YAML file shall include a
metadata section with an additional metadata entry, where the keyname is "yang_definitions" and the value is the path
to the YANG file representing the NSD within the NSD file archive. No additional contents shall be included in the
main TOSCA definitions YAML file.

EXAMPLE:

tosca_definitions_version: tosca_sinple_yam _1_2
net adat a:

tenpl at e_nane: Mai nServiceTenpl ate

tenpl at e_aut hor: Onboardi ng portal

tenpl ate_version: 1.1

yang_definitions: Definitions/nyNSD. xn

END OF EXAMPLE.

ETSI
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414 Void

4.2 NSD file structure and format

The structure and format of an NSD file archive shall conform to the TOSCA Simple Profilein YAML version 1.2
specification of the CSAR format [2]. The zip file format shall conform to Document Container Format File [12].

NOTE: Thisimpliesthat the NSD file archive can be structured according to any of the two options described in
clause 4.1.

The consumer of an NSD file archive complying with the present document shall be able to process a CSAR file
structured according to any of the two options described in clause 4.1. If the CSAR file contains a TOSCA-Metadata
directory and asingle yaml file with a.yml or .yaml extension at the root of the archive, the TOSCA.meta file contained
in the TOSCA-Metadata directory shall be used as an entry information for processing the CSAR file.

4.3 NSD file contents

4.3.1 General

An NSD file archive shall contain the NSD asamain TOSCA definitions Y AML file, representing all or part of the
NSD, and additional files. It shall be structured according to one of the CSAR structure options described in clause 4.1.

NOTE 1: ETSI GSNFV-SOL 001 [i.3] specifiesthe structure and format of the NSD based on TOSCA
specifications.

NOTE 2: ETSI GSNFV-SOL 006 [i.4] specifiesthe structure and format of the NSD based on YANG
specifications.

If aYANG-based NSD isincluded in the NSD file archive only the option without a TOSCA-Metadata directory is
applicable.

Examples of NSD file archive options are described in annex A.

4.3.2 NSD file archive manifest file

A CSAR NSD file archive shall contain a manifest file. In the case of a CSAR NSD file archive with a TOSCA-
Metadata directory, the location, name, and extension of the manifest file shall be specified by means of the "ETSI-
Entry-Manifest” keyname in the TOSCA.metafile. In the case of a CSAR NSD file archive without TOSCA-Metadata
directory, the manifest file shall have an extension .mf, the same name as the main TOSCA definitions YAML file and
be located at the root of the archive.

The manifest file shall start with the NSD file archive metadatain the form of a name-value pairs. Each pair shall
appear on adifferent line. The "name" and the "value" shall be separated by a colon and, optionally, one or more
blanks. The order of the name-value pairsis not significant.

The name shall be one of those specified in table 4.3.2-1 and the values shall comply with the provisions specified in
table 4.3.2-1.

ETSI
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Table 4.3.2-1: List of valid names and values for NSD file archive metadata

Name Value
nsd_designer A sequence of UTF-8 [9] characters.
See note 1.
nsd_invariant_id A sequence of UTF-8 [9] characters.
See note 1.
nsd_name A sequence of UTF-8 [9] characters.
See note 1.
nsd_release date_time String formatted according to IETF RFC 3339 [3].
nsd_file_structure_version A string.
See note 2.
compatible_specification_versions Indicates which versions of the present document the

NSD file archive complies to, as known at file archive
creation time. See note 3.

The value shall be formatted as comma-separated
list of strings. Each entry shall have the format
<x>.<y>.<z> where <x>, <y> and <z> are decimal
numbers representing the version of the present
document. If this field is missing, it shall be assumed
that the file archive conforms to some previous
version of the present document, i.e. a version prior
to 2.7.1.

Whitespace between list entries shall be trimmed

before validation.

NOTE 1: The value shall be identical to that specified in the NSD.

NOTE 2: The value shall be identical to the version attribute specified in the NSD.

NOTE 3: As this list is determined at the time of file archive creation, it should not be inferred
that a file archive is not compatible with future versions not present in this list.
Whether the file archive will be compatible with such future versions depends on
whether these future versions are backward compatible with the listed versions.

An example of valid manifest file metadata entries follows.

EXAMPLE 1:

nmet adat a:

nsd_desi gner: Myconpany

nsd_i nvari ant _i d: Sunshi ne

nsd_nane: Sunshi ne

nsd_file_structure_version: 1.0

nsd_rel ease_date_time: 2018-04-08T10: 00+08: 00
conpati bl e_specification_versions: 2.7.1,3.1.1

END OF EXAMPLE 1.

The manifest file shall include alist of al files contained in or referenced from the NSD file archive with their location,
expressed using a Source: location/name key-value pair. The manifest file itself may be included in the list.

Below is an example of valid manifest file entries for files contained in or referenced from the NSD file archive, when
authenticity and integrity of the NSD file archive isimplemented according to option 1 as specified in clause 5.1.

EXAMPLE 2:

Sour ce: SunShi ne. yam
Al gorithm SHA-256
Hash: ead2ca54bf d94b72f b210edb67049e8229e07760e7d69d771f ea24c159cef da8

Source: scripts/install.sh

Al gorithm SHA-256
Hash: 16bb3cd7c2d685e0b6da9blf 3f 67allef ba692d84f 78c23f 65f 73a271be7726f

ETSI
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Source: https://ww. desi gner_org. comf SunShi ne/ v4. 1/ scri pts/ scal e/ scal e. sh

Al gorithm SHA-256
Hash: 94f edf 02af 0c7f 8d4974f 0249d85575f 167b48e3622bc9791al19eb7d5ce0d5de

END OF EXAMPLE 2.

If the NSD file archive is built according to option 1 (clause 5.1), the manifest files may contain digests of the
individual files contained in the archive. If the manifest file does not include digests, the complete CSAR file shall be
digitally signed by the NS designer. A consumer of the NSD file archive verifies the digestsin the manifest file by
computing the actual digests and comparing them with the digests listed in the manifest file.

The manifest file in option 1 isthe key for decision regarding an NSD file archive integrity and validity in terms of its
contained artifacts. The specification of the manifest file and specific algorithms used in digest creation and validation
is described in the security related clause5.3.

The details of specifying thelocal or externally located files and their security protection are described in clause 5.

4.3.3 NSD file archive change history file

A CSAR NSD file archive shall contain a humanly readable text file describing any change in the constituency of the
NSD file archive. All the changesin the NSD file archive shall be versioned, tracked and inventoried in the change
history file.

In the case of a CSAR NSD file archive with a TOSCA-M etadata directory, the location, name, and extension of the
change history file shall be specified by means of the "ET SI-Entry-Change-Log" keyname in the TOSCA.metafile. In
the case of a CSAR NSD file archive without TOSCA-M etadata directory, the change history file shall be named
"Changel og.txt" and located at the root of the archive.

4.3.4 Testing files in the NSD file archive

To enable NS validation, an NS designer should include in an NSD file archive, files containing necessary information
(e.g. test description) in order to perform NS testing. The contents of NS testing information included in the NSD file
archiveis outside the scope of the present document.

In the case of a CSAR NSD file archive with a TOSCA-M etadata directory, the location and name of a directory
containing NS testing information shall be specified by means of the "ETSI-Entry-Tests' keyname in the TOSCA.meta
file. In the case of CSAR NSD file archive without TOSCA-Metadata directory, the NS testing information shall be
located in a directory named "Tests" located at the root of the archive.

4.3.5 Certificate file

If the manifest file is signed by the NS designer (see option 1 in clause 5.1), the CSAR NSD file archive shall contain a
certificate file if the certificate is not included in the signature container (see note) within the manifest file. In this case
or if asingle certificate is provided for the signature of multiple artifacts (see clause 5.4), the certificate file shall be
supported one of the two following options:

1) Inthecase of aCSAR NSD file archive with a TOSCA-Metadata directory, the location, name, and extension
of the certificate file shall be specified by means of the "ET SI-Entry-Certificate" keyname in the TOSCA.meta
file

2) Inthe case of a CSAR NSD file archive without a TOSCA-Metadata directory, the certificate file shall have an
extension .cert and the same name as the main TOSCA definitions YAML file and be located at the root of the
archive.

NOTE: Signature container refersto a structure in a standard format (e.g. CMS) which contains signature and
additional data needed to process the signature (e.g. certificates, algorithms, etc.).

If the complete CSAR fileis signed by the NS designer (see option 2 in clause 5.1), the certificate file shall be
contained in azip file together with the CSAR file and the signature file if the certificate is not included in the signature
file. The certificate file shall have an extension .cert and the same name as the CSAR file.
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5 Adding security to TOSCA CSAR

5.1 NSD file archive authenticity and integrity

An NSD file archive shall support a method for authenticity and integrity assurance.

In order to provide the public key based authenticity and integrity for the whole NSD file archive one of the two
following options shall be followed:

Option 1: The NSD file archive shall contain a Digest (ak.a. hash) for each of filesit contains. The table of
hashes shall be included in the manifest file, which is signed with the NS designer private key. In
addition, the NS designer shall include a signing certificate that includes the NS designer public
key, following a predefined naming convention and located either at the root of the archive orina
predefined location (e.g. directory).

The certificate may aso be included in the signature container, if the signature format allows that.
For example, the CM S format allows to include the certificate in the same container asthe
signature.

Option 2: The complete CSAR file shall be digitally signed with the NS designer private key. The NS
designer delivers one zip file consisting of the CSAR file, asignature file and a certificate file that
includes the NS designer public key. The certificate may also be included in the signature
container, if the signature format allows that.

The manifest shall be signed in both option 1 and option 2.

In option 2, the NSD file archive delivered would therefore be structured according to figure 5.1-1.

NSDFile Archive.zip NSDFileArchive.zip
NSDFileArchive.csar NSDFileArchive.csar
or . . .
NSDFileArchive.csar signature NSDFileArchive.csar signature
Signing certificate
Signing certificate

Figure 5.1-1: Composition of the NSD File Archive zip file in option 2

This solution, either option 1 or option 2, relies on the existence in the NFV O of aroot certificate of atrusted CA that
shall have been delivered via atrusted channel that preservesitsintegrity (separate from the NSD file structure) to the
NFVO and be preinstalled in the NFV O before the on-boarding of the NSD file structure.

NOTE: The present document makes no assumption on who this trusted CA is. Furthermore, it does not exclude
that the root certificate be issued by the NS designer or by the NFVI provider.

5.2 Manifest and certificate files in the NSD file archive

In option 1 (see clause 5.1) the manifest file provides integrity and authenticity assurance of the NSD file archive. In
this option the manifest contains the digests (hashes) for each individual file locally stored within the NSD file archive
or referenced from it. Each file related entry of the manifest file includes the path or URI of the individual file, the hash
algorithm and the generated digest. A consumer of the NSD file archive shall verify the digestsin the manifest file by
computing the actual digests and comparing them with the digests listed in the manifest file. Furthermore, the consumer
of the NSD file archive shall verify that al filesin the NSD file archive have their corresponding entry and digest in the
manifest and that all fileslisted in the manifest exist in the NSD file archive.
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In option 1 authenticity of the NSD file archive is ensured by signing the manifest file with the NS designer private key.
The digital signature is stored in the manifest file itself (see clause 5.3). The NS designer shall include an X.509
certificate [4] in the NSD file archive. The certificate shall be either placed in a certificate file or, if the chosen signature
format allows it, the certificate may be included in the signature container itself. The certificate provides the NS
designer public key.

In option 2 (see clause 5.1), authenticity and integrity of the NSD file archiveis ensured by signing the CSAR file with
the NS designer private key (option 2 in clause 5.1) and, if the NSD file archive refersto external artifacts, with the
signature of the external artifacts. The digital signature is stored in a separate file. The NS designer shall also include an
X.509 certificate. The certificate may be included in the signature itself if the signature format allowsit or in a signature
file. The NS designer creates a zip file consisting of the CSAR file, i.e. placed in the same folder in the parent archive.
The signature file shall have an extension .cms and the same name as the CSAR file. Naming conventions for the
certificate file are specified in clause 4.3.5. A consumer of the NSD file archive built according to option 2 shall verify
the signature of the complete NSD file archive. In addition, a consumer of the NSD file archive shall verify the
signatures of the externa artifacts, that are listed in the manifest file, if any.

In this aternative (option 2 in clause 5.1) it is not required to include digests (hashes) per each individual file or artifact
in the manifest file but it is recommended to include individual signatures of the artifacts (see clause 5.4). A consumer
of the NSD file archive can verify the signature of the complete CSAR file with the NS designer public key.

Table 5.2-1 summarizes the characteristics of the two possible options for integrity assurance.

Table 5.2-1: Options for NSD file archive integrity assurance: summary of characteristics

Options Digest Signature per | Support | Signature as External Certificate Certificate
per artifact external part of the Signature file | may be part may bein a
artifact artifacts | manifest file |for the whole of the separate file
CSAR sighature
Option 1 Yes Yes Yes Yes No Yes Yes
(mandatory)
Option 2 No Yes Yes Yes Yes Yes Yes
(mandatory)

The X.509 certificate may contain one single signing certificate or a complete certificate chain. The root certificate that
may be present in this X.509 certificate file shall not be used for validation purposes. Only trusted root certificate
pre-installed in NFVO shall be used for validation (see clause 5.1).

5.3

When the Manifest file provides the integrity assurance of the NSD file archive (option 1 in clause 5.1) it shall contain a
list of blocks of name-value pairs, where each block is related to onefile in the NSD file archive, where name and value
are separated by a colon and, optionally, one or more blanks. Each block shall contain the following three name-value
pair attributes:

Conventions in the manifest file

. Source: identifier of the file used as input to the hash generation algorithm. The source can be either:
- A file name for afilethat is contained in the root of the CSAR archive.
- A file name with path for afilein the CSAR archive that is not contained in the root of this archive.
- A URI to an externally accessible artifact.

e  Algorithm: name of a well-known algorithm used to generate the hash. Including the hash algorithm is
optionadl if it isindicated in the attribute containing the hash.

. Hash: text string corresponding to the hexadecimal representation of the hash.

The value for the Algorithm name-val ue pair shall be among those registered by IANA for hash function textual names
[5]. An NSD file archive that complies with the present document shall either use "sha-256" or "sha-512".
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The signature shall be included at the end of the file. The signature and all necessary data to interpret it (algorithm used
to generate the hash and encryption method) shall beincluded in an archive in a standard format following digital
signatures best practices and encoded in atextual representation according to IETF RFC 7468 [6]. The format shall be
CMS[8] or PKCS#7 [10]. No character shall be included between the original contents of the manifest file and the
structure containing the signature as that would make the validation fail.

Example of valid manifest file entries including manifest signaturein CM S format.

EXAMPLE:

Sour ce: SunShi ne. yan
Al gorithm SHA-256
Hash: ead2ca54bf d94b72f b210edb67049e8229e07760e7d69d771f ea24c159cef da8

Source: scripts/install.sh
Al gorithm SHA-256
Hash: 16bb3cd7c2d685e0b6dadblf 3f 67allef ba692d84f 78c23f 65f 73a271be7726f

Source: https://ww. desi gner_org. com Sunshi ne/ v4. 1/ scri pts/scal e/ scal e. sh
Al gorithm SHA-256
Hash: 94f edf 02af 0c7f 8d4974f 0249d85575f 167b48e3622bc9791al9eb7d5ce0d5de

M | FkwYJKoZIl hvcNAQc Col | FhDCCBYACAQEX CTAHBgUr DgMCG CCAac GCSqGSI b3
DQEHAaCCAZgEggGUU291cmNl G BTdWbTad uZS55YWLs DQpBbGdven 0aG061 FNI

QS0YNTYNCkhhc2g6! GvhzDJj YTUOYnZkOTRi NzJmj | xMGVKYj Y3MDQBZTgyM | |

MDc3N Bl N2QROWBNz FniZ By NGVKNTI j ZWZk YTgNCgOKU291cnNl G Bz Y3JpcHRz
L2l uc3RhbGMmic2gNCkFsZ29yaXRobTogUOhBLTI 1NgOKSGFzaDogMTZi Yj N ZDdj

MR ODVI ME 2ZGE5Y] FmVR Y2N2 EX MAWMYNE2COTJKkODRmNz hj M Nm\j VimiNz NhM ¢ x
YmU3Nz | 2ZgOKDQpTh3Vy Y2UB1 Ch0dHBz O 8vd3d3LnRI c2l nbnVyX29yZy5j b20v
U3VuU2hpbmvdj QuMS9zY3JpcHRzL3N YW«I L3N YW«I LnNoDQpBbGdvcni 0aG06
| FNI @S0y NTYNCkhhc2g61 DkOZmvkZj Ay YWYwYz dnOGQOOTc0Zj AyNDl k ODULNz Vm
MTY3Y] 4ZTMeM Ji Yzk3OTFhMTI | Y] dk NNl M3QLZGWgggl PM | CCz CCAZCgAWM B
Agl JAKGA g50Mowk MA0GOCq GSME 9 BAMCVENK Cz AJ By NVBAY TANNUMIE WOQYDVQQ

DAJ gc z ELMAk GA1 UEBWWCh o x DDAKBg NVBA0 MA3p0Z TEMVAO GA1 UECwmDa GLniVB4 X
DTE4NDMAVOTA2NTQy NVOXDTI 4VDMMN] A2 NTQy NVowQz EL MAk GALUEBhMCY24x Cz AJ
BgNVBAg MANpz Ms wCQYDVQQHDAJ uaj EMVA0 GALUECgwDenR MAmvCg YDVQQL DANo
bWrywdj AQBgcghkj OPQ BBgUr gQQAI gNi AASIDgzsB3Ji dSB1Rwgnt R2r 12f gnVnp
r vEUQT/ wxs+08Jf V7h2ywb XKnBHs| E1gGQMi YkOOPLquhXFpl1TdTTr | 0Se@Bplt

Y5RX1Lh7P5su5Df Rn5JEMY hnNhQVOnl Dy ej UDBOVBOGA1UdDgQUBBSRS/ / 0eOxs
mBwT 3QuUHEK RBx RXW Af BgNVHSMEGDAW)BSRS/ / 0e Ox s nBWT 3QuUHEK RBX RXW AM
BgNVHRMVEBTADAQH MA0GCCqGSMA9BAMCA2k AMGYCMQCA9ePQ 17sVE7BM +B6S78
DYFs SRHkp2RCFgY2Xi 9ETdEUj Y1GgH3y L Hz 4D2QdRj WCMQDVAL 1NhHBe DI R6hSdv
3Q Ec8CUYLD vTxr qEy4QIOgxr VZGV32ZZr H7w+i r t HOf dkxggGaM | Br Al BATBQ
MVEMK Cz AJ BgNVBAYTANNUMIB WCQYDVQQ DAJ ¢z EL MAk GAT UEBWWChmpx DDAKBg NV
BA0oMA3p0ZTEMVA0 GAL1 UECwwDa GLmAgk Ao YaWWDngx v CQaMBwWYFKw4 DAhqggdgwGAYJ

KoZI hvc NAQk DM GCSqGS| b3DQEHATAc Bgkghki GOw0BCQUX Dx c NMTgwOT A3 MDIVK
NTMzW Aj Bgkghki GAwOBCQRx FgQUSM XnNCoeTvXyE22n11t ThOY30UnweQYJKoZI

hvcNAGkPMAwaj ALBgl ghkgBZQVEASoWOWYJY! ZI AWJDBAEWVAS GOWOGSAFI AWQB
Aj AKBggghki GOw0DBz AOBggghki GOWODAg! CAI AWDQY! KoZI hve NAWM CAUAWBWYF
Kw4 DAgcwDQY! KoZI hve NAwW CASgwCQYHKoZI zj OEAQRMMEQCMB7zcw46j ub2JhHD
nQBSG qvMBVOE+xDShoJ9W CeVGzbel G66bNi BOPuwz myV7ZAl wX/ U/ 21 21 nhAd
/ 9UgRQKG6z/ 3Wrd/ H8MpRZSTEanOf PDf r Pf U9sunvkV9JQORe2Z

54 Signature of individual artifacts
The NS designer shall digitally sign some or al artifacts individually.

If the artifact isincluded in the NSD file archive a signature filein CMS [8] or PKCS#7 [10] format shall accompany
the signed artifact. Except for the manifest file, the signature file shall be asibling of the signed artifact, i.e. placed in
the same folder in the archive, which could also be the root of the archive. The signature file naming scheme shall be
one of the schemes defined below. Within one NSD file archive, not more than one of the two naming schemes shall be
used. The naming schemes are;

. maintain the original file name and extension and append '.sig' followed by a file type specific one (e.g. .cms,
p7b’, ".p7c);

e  maintain the origina file name but omit the original extension and append ".sig' followed by a file type specific
one(e.g.'.cms, .p7b’, .p7c).
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NOTE: Maintaining the original extension allows to sign multiplesfilesin the same directory that only differ in
their extensions.

If the artifact and signature isincluded in the NSD file archive an X.509 certificate [4] shall also be included in the NSD
file archive as per one of the two following alternatives:

1) One certificate per signed artifact, according to one of the following options:

1la) A certificate fileisincluded asasibling of the signed artifact file, i.e. placed in the same folder asthe
signed artifact. The certificate file naming scheme shall be one of the schemes defined bel ow. Within one
NSD file archive, not more than one of the two naming schemes shall be used. The naming schemes are:

L] maintain the original file name and extension and append '.cert'.
" maintain the original name but omit the original extension and append ".cert'.
1b) The certificate isincluded in the signature file, provided that the signature format allows for it.

Alternative 1 alows to have different certificates per different artifacts, which may be needed e.g. if artifacts
contained in the NSD file archive are signed by 3 party designers.

2) Onesingle certificate for al signed artifactsin which case the certificate file shall follow the rules specified in
clause 4.3.5. If some, but not all, artifacts have an individual signing certificate, the certificate described in this
alternativeis used only for those artifacts that do not have an individual signing certificate.

Signature and certificate files of the artifacts included in the NSD file archive shall be listed in their own blocksin the
manifest, like any other file.

For external artifacts, delivered using either option 1 or option 2 as defined in clause 5.1, referred to but not included in
the NSD file archive, the signature filein CMS [8] or PKCS#7 [10] format shall be included in the NSD file archive.
The NS designer shall provide, in addition to those specified in clause 5.3, aname-value pair in the block in the
manifest that contains the artifact URI, where name is 'Signature’ and value shall be set to the file name with path in the
CSAR archive where the signature is contained. The file should have a double extension: '.sig' followed by a file type
specific one (e.g. '.cms, ".p7b’, ".p7c’). In addition, the signing X.509 certificate [4] shall be provided as per one of the
following alternatives:

1) One certificate per signed artifact: included in the signature file, provided the signature format allows for it, or
in a certificate file included in the package. The NS designer shall provide, in addition to those specified in
clause 5.3, aname-value pair in the block in the manifest that contains the artifact URI, where nameis
'Certificate' and value shall be set to the file name with path in the CSAR archive where the certificate is
contained. The extension of the file containing the signing certificate should be".cert'.

2) Onesingle certificate for all signed artifacts: in one certificate file in the NSD file archive with extension .cert
and the same name as the main TOSCA definitions Y AML file and located at the root of the archive (archive
without TOSCA-Metadata directory) or in the location specified by the TOSCA.metafile (archive with a
TOSCA-Metadata directory). In the latter case, the corresponding entry shall be named "ET SI-Entry-
Certificate". If some, but not al, artifacts have an individual signing certificate, the certificate described in this
aternativeis used only for those artifacts that do not have an individual signing certificate.

Signature and certificate files of external artifacts shall, in addition, be listed in their own blocks in the manifest, like
any other file.

These two name-value pairs applicable for blocks in the manifest related to external artifacts, with names * Signature’
and ‘ Certificate’, need not be included for artifacts included in the NSD file archive because signatures and certificates
filesfor internal artifacts are identified by the naming and placing conventions, i.e. as siblings of the artifact.

Example of ablock in the manifest containing entries for an external artifact in option 1.

EXAMPLE:

Source: https://ww. desi gner_org. comf SunShi ne/ v4. 1/ scri pts/ scal e/ scal e. sh
Al gorithm SHA-256

Hash: 94f edf 02af 0c7f 8d4974f 0249d85575f 167b48e3622bc9791al19eb7d5ce0d5de

Si gnature: /sonedirectory/somefilenanel.sig.cns
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Certificate: /sonedirectory/sonefil enamel. cert

END OF EXAMPLE.

Example of ablock in the manifest containing entries for an external artifact in option 2.

EXAMPLE:
Source: https://ww. designer_org. conl SunShi ne/ v4. 1/ scri pt s/ scal e/ scal e. sh
Si gnature: /sonedirectory/sonefil enanel. sig.cns

Certificate: /sonmedirectory/sonefilenanel. cert

END OF EXAMPLE.

5.5 Support for security sensitive artifacts

If an artifact is security sensitive, the whole artifact may be encrypted by the NS designer with an artifact specific key.
In case of asymmetric encryption this key isa public key provided by the party who is responsible to on-board and
validate the NSD file archive or to use the artifact, and the NS designer usesit to encrypt the security sensitive artifact.
The consumer of this artifact then decrypts the artifact with its own private key.

In case of symmetric encryption, the public key provided by the party responsible to on-board and validate the NSD file
archive or to use the artifact is used to encrypt akey generated by the NS designer. The artifact is encrypted with this
latter key, which isto be shared with the consumer of the artifact and shall be included in encrypted form in the NSD
file archive. The consumer of the artifact decrypts the shared key with its own private key and then uses the obtained
shared key to decrypt the artifact.

The encrypted artifact shall be delivered in aCM S format [8]. The CM Sfile shall provide all necessary information to
decrypt encrypted artifact: algorithm used for the artifact encryption, and in case of symmetric encryption, the
encrypted key used for artifact encryption and algorithm used to encrypt the key.

The file name shall have a double extension 'enc.cms.

The hash of the artifact that is included in the manifest, and the signature that accompanies the artifact, shall be
calculated based on the whole CM Sfile that includes the encrypted artifact.
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Annex A (informative):
TOSCA CSAR Examples

A.l CSAR with the TOSCA-Metadata directory

Below is an example of a CSAR directory archive including the TOSCA-Metadata, Definitions, Files and Scripts
directories. The TOSCA-Metadata directory contains the TOSCA.meta file as specified in TOSCA Simple Profile
YAML v1.2[2]. The NSD (Sunshine.yaml) and other templatesfiles, if any, are included in the Definitions directory.
The Files directory contains the change log file, certificate file and other artifact files. The Scripts directory includes the
scriptsfilesthat may be called from the NSD. The manifest file (Sunshine.mf) islocated at the root level of the archive.

EXAMPLE:

[ TOSCA- Met adat a
[ TOSCA. et a
R TOSCA. net a. si g. cs

[ Definitions
R Sunshi ne. yam
[ Sunshi ne. yanm . sig.cns (signature)
[ O her Tenplates (e.g. type definitions)
[----- Qt her Tenpl at es si gnatures

R Files
bome-- Changelog. t xt
|----- ChangelLog. t xt. sig.cns
loeeo- gl obal . cert (global certificate for the file archive)
R G her artifacts
R other artifacts signatures
e Tests
leen- file(s)
oo signature(s)
Peenn- Li censes
oo file(s)
leem- signature(s)
leeee- Scripts
R install.sh
R install.sh.sig.cms
I Sunshi ne. nf

END OF EXAMPLE.

A.2 CSAR without the TOSCA-Metadata directory

Below isthe example of a CSAR directory structure including the NSD (Sunshine.yaml), manifest, certificate, testing,
licensing and change log files located at the root level of the CSAR. The Artifacts directory includes the two scripts
filesthat may be called from the NSD.

EXAMPLE:

L e - Sunshi ne. yani
SR Sunshi ne. yan . si g.cns
[ Sunshi ne. nf
SRR Sunshi ne. cert

[ Changelog. t xt

R R Changelog. t xt. si g.cns

b - Tests
leeeon file(s)
leeenn si gnat ure(s)
R Li censes
R file(s)
R si gnat ure(s)

bemmeeee - Artifacts
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levun- install.sh
booo-- install.sh.sig.cns
eeem- start.yang
bomo-- start.yang. sig.cns

END OF EXAMPLE.

A.3 CSAR with the YANG NSD without TOSCA.meta
directory

Below is an example of CSAR including the NSD (CompanyNSD.xml), a main TOSCA definition YAML file with
metadata only (CompanyNSD.yaml), manifest, certificate, licensing and change log files located at the root level of the
CSAR. The Scripts directory includes one script file that may be called from the NSD. This example does not preclude
having other Y AML files at other locations than the root of the CSAR file.

EXAMPLE:
booe-- ConpanyNSD. yan
levun- ConpanyNSD. xm
levun- ConpanyNSD. nf
R ConpanyNSD. cer t

e Changelog. t xt

[ Li censes
R Scripts

baeemn install.sh

END OF EXAMPLE.
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Annex B (informative):
Bibliography
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NOTE: Available at https://www.iana.org/assignments/ media-types/media-types.txt.
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